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POLICY: .01 An employee may not use propr ietary data or
priv i leged information obtained through Laboratory
employment for personal purposes, for favor i t ism
in the purchase of goods or services, or in any
unauthorized manner.  For example, see AM 1002,
Procurement.   Such information must be held in
confidence unt i l  i t  is  released through the proper
channels to Laboratory employees, to the publ ic, or
to potential vendors.  See AM 707,  Public Relat ions.

NOTE:   Nothing in this pol icy shal l  be
construed as l imit ing the employee’s r ight to
f i le a complaint under AM 111 or to report
instances of f raud,  waste, mismanagement, or
regulatory v io lat ions to proper author it ies.
However, an employee may not use personal
information (def ined in AM 708, Information
Pract ices) about other employees as a basis for
a gr ievance, i f  the information was obtained in
the course of  of f ic ia l dut ies.

DEFINITIONS:

Privileged Information .02 Priv i leged information includes, but is not l imited
to,

Unpublished information relat ing to
technological and scient i f ic developments;

Planned or proposed changes in programs,
organization, funding, or personnel
assignments;

Information about patents;

Antic ipated mater ia ls requirements or pric ing
act ions;

Possible new sites for the Department of Energy
(DOE) program operations;

Knowledge of selected contractors or
subcontractors before of f icial  announcements;

Technical data or ig inated outside the
Laboratory disclosed to the Laboratory on
condit ions that l imit the Laboratory’s r ight to
use or disclose the data and specif ical ly
identi f ied by the or iginator as propr ietary.

http://admin_manual.lanl.gov:1500/pdfs/adm/am1002.pdf
http://admin_manual.lanl.gov:1500/pdfs/adm/am707.pdf
http://admin_manual.lanl.gov:1500/pdfs/adm/am111.pdf
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Proprietary Data .03 The term “Proprietary Data” means technical data
that embody trade secrets developed at pr ivate
expense, such as design procedures or techniques,
chemical composit ion of  mater ia ls, or
manufacturing methods, processes, or t reatments,
including minor modif icat ions thereof, provided
that such data (1) are clear ly marked as proprietary
by the or iginator or source; (2) are not general ly
known or avai lable f rom other sources without
obl igat ion concerning their conf identia l i ty; (3)
have not been made available by the owner to
others without obl igat ion concerning their
confidentia l i ty ; and (4) are not a lready avai lable to
the government without obl igat ion concerning
their conf idential i ty.

Technical Data .04 The term “Technical  Data” means recorded
information, regardless of form or character ist ic, of
a scienti f ic or technical nature.  For example, i t
may document exper imental, developmental,
demonstrat ion, research, or engineering work, or i t
may be used to def ine a design or process or to
procure, produce, support , maintain, or operate
mater ial .

.05 The data may be graphic or pictor ial  del ineat ions in
media such as drawings or photographs,  text in
specif icat ions or related performance or design
type documents, or computer software ( including
computer programs, computer software data bases,
and computer software documentation).

.06a Examples of technical data include research and
engineer ing data,  engineer ing drawings and
associated l is ts, specif icat ions,  standards,  process
sheets, manuals,  technical reports,  catalog i tem
identi f ication, and related information.

SUPERVISOR .06b If the employee could not reasonably know that
     RESPONSIBILITIES: certain data or information is propr ietary or

priv i leged, the supervisor must advise the employee
of i ts propr ietary or priv i leged nature and of the
authorized purposes for which i t  may be used.

RELEASE OF TECHNICAL .07 Technical data, even though not propr ietary, cannot
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     DATA: be presented outside the Laboratory nor re leased
for publ icat ion before i t  has been reviewed and
approved by the Classif icat ion Group (OS-6) for
classi f ication interest and by the Laboratory
Counsel (LC) for patentable content.

Copyrighted Material .08 Copyrighted mater ia l cannot be used without
writ ten permission.  When quot ing mater ial  or
using i l lustrat ions from publ ished works, the
employee must obtain a re lease statement from the
copyr ight holder,  give appropr iate credit  in the
text, and send the or ig inal re lease statement to the
Communicat ions and Records Management (CRM)
Divis ion and a copy of the release statement to the
Classif icat ion Group with the report or paper.

TESTIMONY: .09 Employees who serve as witnesses at judicia l,
legis lat ive, or administrat ive proceedings may give
information so long as they do not d isclose
classi f ied or pr iv i leged information to unauthor ized
persons.  See AM 726,  Outside Act ivi t ies: Test imony.

DISCIPLINE: .10 Failure to comply with provis ions regulating
priv i leged information may result in d iscip l inary
act ion, up to and including terminat ion.

http://admin_manual.lanl.gov:1500/pdfs/adm/am726.pdf

